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Featured Articles: “The Cloud” - What Is it?

« Attackers Using Amazon Cloud to
Host Malware “Cloud computing” is loosely defined as the technology revolution that has allowed

- Social Site Formspring Says 420k both computing power and storage to be delivered as a service, using Internet-hosted
User Password Hashes Posted resources. It is one of the most important technological developments of the last half
Online century — as important as the development of the Internet, without which it couldn’t

exist. Today, cloud based computing resources power everything from Google’s search
engine, to Facebook to online banking, flight reservation and distance learning sys-
tems.

« Insecure Applications: We Are The
84 Percent!

« With LinkedIn: The Bell Tolls For
Simple Password Hashing

« Cloudflare CEO: AT&T Voicemail
Hack Key To Compromise

The cloud has been a boon to organizations of all sizes. Large companies have been
able to drastically reduce the cost of running data centers by leasing cloud-based com-
puting resources managed by a third party, such as Amazon.com. At the same time,
small companies and entrepreneurs have seen the barriers to developing and launch-
ing entire new products all but disappear. Today, startups located virtually anywhere
on the globe can quickly assemble, communicate, share ideas,
market to customers and conduct business online. Office
space, desks, chairs and telephones are optional. Forrester

Research estimates that cloud computing would be a $240 . -’
billion industry by the start of the next decade.

Under the hood: cloud computing is the product of a number

of important technological developments over the past few \%i
decades. There’s the advent of the Internet and, within the

last decade, high capacity data networks for businesses, pri-

vate residences and, eventually, wireless devices. Then there

are enabling technologies like hardware and software virtualization that allow many
“virtual” computers to run on a single hardware platform, and development meth-
odologies like Services Oriented Architecture (SOA) that have enabled the creation of
modular, Web based services that link disparate applications. In all, cloud computing
has changed the entire consumption model for computing power from one dominat-
ed by owner-operators — mostly big corporations and the government - to a “utility”
model (akin to the electrical grid) in which computing resources are aggregated and
managed more centrally and then distributed to customers of all sizes who pay based
on their use of the service.

(In)Security in the Cloud

Given the resilience and elastic nature of cloud based infrastructure, it is no surprise
that organizations realized; early on, that the cloud can be a life saver, especially in
the event of a cyber attack. The whistle blower web site Wikileaks famously moved its
collection of a quarter million purloined State Department documents to Amazon.
com’s massive EC2 (Elastic Compute Cloud) infrastructure to sidestep crippling denial
of service attacks in late 2010. The Tor Project, in 2011, announced plans to leverage
EC2 to help its users — some political dissidents - set up Tor bridges to help skirt around

threat OSfl Sponsored by I( AS P E RS I(Yﬁ


http://www.cloudtweaks.com/2011/04/cloud-computing-market-will-top-241-billion-in-2020
http://threatpost.com/en_us/blogs/wikileaks-dodging-ddos-bounces-back-amazon-112910
http://threatpost.com/en_us/blogs/tor-project-sets-cloud-bridge-project-amazon-ec2-112111

threat

repressive regimes that wish to block traffic to the
clandestine communications network. But the massive
scale of cloud operations and the relative anonymity
with which individuals can access them has also been
a boon to the folks who wear the black hats. A report in
June, 2011, found that attackers are beginning to host
their malicious domains and drive-by download sites
on Amazon’s EC2 cloud platform. The sites were being
used to install malware as part of a spam and phishing
campaign designed to steal banking credentials and
other sensitive data.

Attackers Using Amazon Cloud to

Host Malware
By Dennis Fisher

Attackers are beginning to host their malicious do-
mains and drive-by download sites, and most recently
researchers have discovered a number of domains on
Amazon’s cloud platform that are being used to install
malware as part of a spam and phishing campaign
designed to steal banking credentials and other sen-
sitive data.

The current attack sites are

installing a variety of malicious

files on victims’ machines, in- )
cluding a component that acts amazun_cnm
as a rootkit and attempts to

disable installed anti-malware

applications. Other compo-

nents that are downloaded

during the attack include one that tries to steal login
information from a list of nine banks in Brazil and two
other international banks, another that steals digital
certificates from eTokens stored on the machine and
one that collects unique data about the PC itself,
which is used by some banks as part of an authentica-
tion routine.

Researchers say that the attacks likely originated in
Brazil and are targeting users in Brazil, specifically. The
domains that are being used in this attack have now
been removed by Amazon, according to Kaspersky
Lab researcher Dmitry Bestuzhev, who discovered the
malicious domains.

“As of yesterday (June 6), all malicious links have
been taken down by Amazon Web Services and are
no longer active. Brazilian cyber criminals intention-
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ally launched the attack on Friday night. They know
that usually it takes more time to detect and neutral-
ize threats launched during the weekend. The same
technique has been widely used by phishers for a
while,” he wrote.

The attacks begin as spam/phishing campaigns in
which users are sent spoofed emails with links that
take them to one of the malicious domains, exactly
the same sort of attack scenario that's been used in
normal phishing campaigns for the better part of a
decade now. The only difference is that instead of
hosting the malicious site on a bulletproof hosting
service or a compromised domain, they’re using
domains hosted by Amazon. It's simply a new twist
on an old attack.

Attackers have been using compromised legitimate
domains as launching pads for drive-by downloads
for years now, and they also will utilize the services of
hosting providers who actively ignore the presence
of malicious domains on their servers. Some of these
co-called bulletproof hosting providers will remove
malicious domains when notified by researchers, but
others will simply ignore those requests.

Threatpost reported, also, that the cybercriminals
responsible for the SpyEye family of malware jumped on
Amazon’s S3 cloud based storage offering. Using stolen
identities, the fraudsters set up S3 accounts and used
them as a jumping off point for SpyEye attacks.

More than just using massive cloud-based server farms
to host malicious content, malicious actors are using
cloud based systems like never before: harnessing the
kind of raw computing power once reserved for govern-
ments and the military. Access to massive clusters of spe-
cialized GPU (graphics processing unit) —based systems
on platforms like Amazons has torn down the barriers
to cracking even complex passwords and password
hashes, as Threatpost reported after hackers made

off with millions of passwords from the online music
streaming service Last.fm, professional networking site
LinkedIn.com and, most recently, Web based Q&A site
Formspring.com.
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Social Site Formspring Says 420k
User Password Hashes Posted
Online

By Dennis Fisher

Hackers broke into a development server at Form-
spring, a social Q&A site, and made off with the
password hashes for 420,000 users and later posted
them online. The company has reset all of the users’
passwords and said it also has changed the way that
it handles passwords.

Formspring officials said on
Tuesday that they had discov-
ered the incident that morning
and later discovered that some
of the hashes had been posted
online. The company decided to
reset the passwords for all of its
users.

“We were notified that approximately 420,000 pass-
word hashes were posted to a security forum, with
suspicion from a user that they could be Formspring
passwords. The post did not contain usernames or
any other identifying information,” the company said
in a blog post.

“Once we were able to verify that the hashes were ob-
tained from Formspring, we locked down our systems
and began an investigation to determine the nature
of the breach. We found that someone had broken
into one of our development servers and was able to
use that access to extract account information from a
production database.”

Formspring officials said that the company was

using SHA-256 with random salts to protect user
passwords. After the incident, the company switched
to Bcrypt, a hash algorithm that’s based on Bruce
Schneier’s Blowfish algorithm. SHA-256 is one version
of the SHA-2 hash function and there are known
security issues with it.

This leak is simply the latest in a years-long series of
such incidents. One of the more recent breaches was
the attack on LinkedIn, the huge professional social
network, in which the hashes of more than 6 million
users’ passwords were leaked. In that case, Linke-

din was using SHA-1, an older and less secure hash
function, to secure user passwords, and one woman
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affected by the breach later sued the company for
failing to take adequate security measures.

Insecure Applications: We Are The

84 Percent!
By Paul Roberts

You only have to glance at the headlines to know that
the state of computer application security is bad. But
a new report from Veracode makes clear how bad:
just 16 percent of almost 10,000 applications tested
in the last six months received a passing security
grade on their first attempt.

The finding, presented in the latest, semi annual State
of Software Security Report, is a marked departure
from Veracode's report six months ago, in which 42%
of the applications tested passed on their first try.
Application security experts at the company reported
continued problems with insecure Web applications
in use by government agencies, and a plethora of
insecure mobile applications.

The precipitous drop in the “pass” rate for applica-
tions was caused by the introduction of new, tougher
grading guidelines, including a “zero tolerance” policy
on common errors like SQL injection and cross site
scripting holes in applications, Veracode said.

The report compiles the results of eighteen months
of automated and manual testing on 9,900 applica-
tions said Sam King, Veracode’s Senior Vice President
of Marketing. Researchers at the company expected
to see a drop in the pass rate after instituting the new,
tougher standard. But they were still surprised by ho
big a drop there was, King said.

The new, tougher policy on vulnerabilities like SQL
injection and cross site scripting reflect the reality of
the threat landscape and the demands of custom-
ers, said Chris Wysopal, Veracode's Chief Technology
Officer.

“In the past, applications might get away with a cer-
tain number of medium criticality vulnerabilities. But
our customers were saying: that’s not right. We don't
want to buy or build anything that has a SQL injec-
tion or cross site scripting hole.”

SQL injection and cross site scripting vulnerabilities
were among the most commonly used holes ex-
ploited by groups such as Anonymous and LulzSec
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